CHINH SACH BAO MAT THANH TOAN
Cam két chung
Ddi v6i cac thanh toan truc tuyén trén San Chus.vn, CHUSVN lya chon dbi tac uy tin la don
vi cung céap dich vu cong thanh toan, dugc cap phép va hoat dong hop phép tai Viét Nam
(“Pon Vi Thanh Toan Truc Tuyén™). Theo d6, cic giao dich va thong tin thanh toan ciia
Ngudi Mua s& duoc bao mat theo quy dinh phap luat va duoc ap dung tiéu chuan bao mat
trong linh vuc ngan hang.
Chinh sach bao mat thanh toan c6 thé duoc diéu chinh, stra d6i theo yéu cAu cta ddi tac thanh
toan hodc quy dinh phap luat. CHUSVN s& cap nhat thay ddi bang cach cip nhat truc tiép
vao chinh sach da cong bé trén Website.

Quy trinh thanh toan

Hién tai, CHUSVN cung cip hai (02) hinh thirc thanh toan 1a (i) Thanh toan truc tiép
(“COD”) va (ii) thanh toan tryc tuyén thong qua cac cong thanh toan.

Quy trinh thanh toan dugc thyc hién nhu sau:

° Budce 1: Nguoi Mua tim hiéu thong tin vé cac san phém/ dich vy cia Nguoi Ban dugc
dang tai trén Website;

o Budc 2: Nguoi Mua lya chon va bam vao Dt hang;
J Budc 3: Nguoi Mua lya chon cac phuong thirc thanh toan:

- Thanh toan COD: thanh toan tién hang cho nhan vién giao nhan khi khach hang
nhéan dugc hang; hodc

- Thanh ton tryc tuyén qua cong thanh toan.

o Budc 4: Ngudi Mua cung cip thong tin dé thanh toan (d6i v6i thanh toan truc tuyén)
va hé thdng sé& chuyén t6i cong thanh toan dé ngudi mua nhap thong tin tién hanh thanh
toan. Sau khi thanh toan thanh cong hoac xac nhan dat hang thanh cong, San Chus.vn

s€ guri thong bao xac nhan don hang cho Nguoi Mua; va

o Budc 5: Nguoi Mua nhan hang tir don vi van chuyén.



Cic thong tin cin thu thap

Cong thanh toan truc tuyén sé& thu thap dia chi IP va cac thong tin Website tiéu chuan khac
cua thanh vién nhu: loai trinh duyét, cac trang thanh vién truy cap trong qua trinh str dung
dich vy, thong tin vé may tinh va thiét bi mang c6 lién quan cho muc dich bdo mat va an
toan giao dich.

Trong mdt s6 truong hop, Pon Vi Thanh Toan Tryc Tuyén c6 thé thu thap thém thong tin
vé thanh vién tir bén thr ba, bao gdm nhung khong gidi han cac ngan hang, cac to chic tin
dung va dich vu thanh toan, nha cung cép dich vu mang. Ngoai ra, Pon Vi Thanh Toan Truc
Tuyén ciing c6 thé thu thap thém céac thong tin khac vé thanh vién tir nhiéu ngudn va bang
nhiéu phuong thirc khac nhim dam bao chat lwong dich vu va phuc vu thanh vién tét hon.

Quy dinh bido mat
a. Céc tiéu chuin bao mat:

Chinh sach giao dich thanh toan bang thé quc té va thé ndi dia dam bao tuan thu cac
tiéu chuén bao mat ciia don vi thanh toan truc tuyén. Cu thé:

- Céch thuc bao v€ thong tin tai chinh: don vi thanh todn truc tuyén luu trir va xur
1y thong tin ¢4 nhan cda thanh vién tai cdc may chu dat tai Viét Nam, déng thoi
bao vé cac thong tin ndy bang nhiéu phuong tién bao vé vat Iy nhu kiém soat ra
vao tda nha co chira may chu, kiém soat bang cac phuong phtrc dién tir nhu tudng
lira, ma hoa dit liéu va kiém soat thong qua quy trinh 1am viéc ciia doi ngii nhan
vién van hanh.

- Mat khau sir dung mét 1an (OTP) duoc giri qua SMS dé dam bao viée truy cép
tai khoan dugc xac thuc.

- Céc nguyén tic va quy dinh bao mat thong tin trong nganh tai chinh ngan hang
theo quy dinh ctia Ngan hang nha nudc Viét Nam.

b.  Chinh sach luu giit, bdo mat dir li¢u thanh toan:

CHUSVN chi luu giit token — chudi dif liéu da dugc ma héa béi don vi thanh toan truc
tuyén va don vi thanh toan truc tuyén cung cdp cho CHUSVN ma khéng truc tiép luu
trlt thong tin thé Ngudi Mua. Viéc bao mat thong tin thanh todn dugc thuc hién boi
don vi thanh toan truc tuyén.



CHUSVN cam két thuc hién nghiém tic céac bién phap bao mat can thiét cho moi hoat
dong thanh todn thyc hi¢n trén San Chus.vn.

An toan trong thanh toan

Déi véi viéc thanh toan truc tuyén, CHUSVN tich hop véi cac céng thanh toan dé dam bao
an toan giao dich cho Nguoi Mua. Khi thanh toén truc tuyén, cac thong tin thanh toan ciia
khach hang nhu s6 thé thanh toan, s tai khoan, ngay cap, ngay hét han, sé CVV s& khong
duogc Iuu trén hé théng cia CHUSVN. Sau khi dat hang va Ngudi Mua chon bat ky cong
thanh toan nio, hé théng CHUSVN s& chuyén khach hang dén cong thanh toan d6. Thong
vé thé cuia khach hang s& nhap tai cong thanh toan. Do d6 cac thong tin nay s& duge Cong ty
cung cép dich vu cong thanh toan tién hanh bao mat theo quy dinh ciia Cong ty. Khach hang
trude khi thanh toan tai cong thanh toan can phai doc cac quy dinh dugc cong bd cong khai
trén cong thanh toan.

Sau khi khach hang thanh toan tai cong thanh toan, Hé thong da dwoc déu ndi gitra cong
thanh to4n va website CHUSVN.vn s& tra vé cho CHUSVN mot thong diép dit liéu thong
béo vé viéc khach hang da tién hanh thanh toan thanh cong hozc khong thanh cong cho don
hang mua tai Chus.vn Can ct thong di€p dir licu d6 CHUSVN s€ x4c nhan don hang hodc
khong xac nhan don hang cua Nguoi Mua.

Quy trinh thanh toan dién ra trén céng thanh toan v&i mie do bao mat cao, dam bao thong
tin thanh toan ctia Ngudi Mua dugc bao vé an toan. CHUSVN sé& ho trg khach hang trong
viéc cung cap thong tin vé don hang di thanh toan cho cong thanh toan trong trudng hop hai
bén c6 tranh chap.



